ITAPAPTHMA
(tng o pBaon ¢ mapoxnN g uTtnpeoLwV TexVIKN G Yoot pLEng Evepyol AlktuakoU E€omAtopou - ALE)




B)

Y)

0)

oT)

B)

TYIIOITIOIHMENEX XYMBATIKEX PHTPEX

TMHMA 1
Prrpa 1

2K0TOG Kou mEDIO EPOAPUOYNS

Orapovoeg Tumomomuéveg cupPatikés prTpes (oTo €ENG: PRTPES) EYOVV WG GKOTH VoL
dtcearilovv ) cvoupdpewon pe o apOpo 28 mapdypapot 3 ka4 Tov KavVOVIGHOD
(EE) 2016/679 tov Evpomaikov Kowooviiov kot tov XvpPfovAiov, ¢
27n¢ Ampidiov 2016, yw TV TPOCTOGIO TOV QUGIKOV TPOCOTMOV EVOVTL TNG
eneepyaciog TOV Oe0UEVOV TPOCHOTIKOL YOPOKTNPO Kol Yoo TNV eAedbepn
KUKAOQOPio TV 0G0 UEVOV QVTOV.

Ot vevBuvol emeEepyaciog Kot 01 EKTEAOVVTEG TNV emeEepyacio Tov amapldpovvton
oto mapdptnua [ supedvNncav TIC TaPoVGEG PNTPES TPOKELUEVOL Vo dtac@aiileTol M
ovppopemon pe to apbpo 28 mapdypapot 3 kar 4 tov kavoviepov (EE) 2016/679
Kaun 1o apBpo 29 mapdypagot 3 kot 4 tov kavoviopov (EE) 2018/1725.

Ot mapovoeg prtpeg epapuolovtal oty enelepyocio SedOUEVOV TPOGMOTIKOV
yopokpo O0nwg kabopileror oto mapdptnua II.

Ta tapaptmuata I €og IV givarl avandomacto HEPOg TV pNTPOV.

Ot Tapovceg prTpeg dev Biyouv TIG LTOYPEDGELS OTIS 0TOieC LTOKELTOL O VITELOVVOC

enefepyosiog  duvdper  tov  kavoviopov  (EE) 2016/679  xouny tov
kavovicpov (EE) 2018/1725.

Ot mapovoeg pNTpeg dev ducPoAlovy amd HOVEC TOVG TN CLUUOPP®ON UE TIC
VoY PEDGELG TOV oyeTilovtat pe Tig diebveig duPiPdoeic ovpupwva pe 1o kepaioo V
tov kavovicpov (EE) 2016/679 kaim tov kavoviopov (EE) 2018/1725.

Prrpa 2

AUETAPIANTOS YOPaAKTHPAS TWY PYTPAY

Ta pépn decpevovtal va Unv TpOTOTO0VV TIS PTPES Tapd LOVO Yo va TpocBEGouv i
V0L ETKALPOTOMGOVV TANPOPOPIES GTA TOPAPTHLLOTOL.

H &éopevon avt) dev eumodilel ta péPM vo. EVOMOUATMOVOLV TIS TUTOTOUEVES
ocvpPatikég prTpeg Tov opilovIal GTIG TOPOVGES PNTPEG 0 eVPVUTEPT GVUPOCT 0VTE
va TpocBétovy GAAeg pNTpeg N TPOGHETEG £YYUNGELS, VIO TOV OpO OTL OVTEG OEV
AVTIPACKOLV, ALECO N EUUESH, TPOG TIG PNTPES OVTE Biyouv Ta BeeA1dON dtKaM LT
N T1¢ ehevbepieg TOV VTOKEWEVOV TOV OGO UEVOV.



o)

B)

Y)

Prrpa 3

Epunveio

Onov oT1¢ TOPOVGES PNTPES XPTNOLOTOLOVVTOL OPOL TOV 0piloVTOl GTOV KAVOVIGUO
(EE) 2016/679 1} otov kavoviopo (EE) 2018/1725 avtictoiywg, ot ev Adym 6pot Exouv
TV 1010 évvola [e VT TOL £X0VV GTOV O1KEID KOVOVIGUO.

H avéyvoon kot eppnveio 1oV TopoucOv pnTpdV TPOYULOTOTOLOVVTOL VIO TO TPIcUaL
Tov dwtdéenv tov Kavoviepov (EE) 2016/679 1 tov kavoviopov (EE) 2018/1725
OVTIGTO Y MG,

Ot mapovoeg prTpeg dev epUNVELOVTOL UE TPOTO TOL AVTIPAIVEL TPOG TO SIKOLMDLLOTOL
KOl TIS vroype®oels mov mpoPAémovian otov Kavovioud (EE) 2016/679 / tov
kavoviopo (EE) 2018/1725 | pe tpomo mov Biyel ta Oepeddn dwoudpote q Tig
erevbepiec TV VTOKEWEVMV TOV OEOOUEVOV.

Prrpa 4

Iepapyia

Ye mepintwon avtidoaong HeTall TwV MOPOoU oWV PRTPWV Kal TwV SLaTdfewV cuvadwWV oU LPWVLWV
HETOED TWV LEPWV OL OTIOLEG LoXUOUV KATA TOV XPOVO TToU 06U LdwVoUVTAL ) CUVATTTOVTAL OL TtOPpoU O
PATPEC, OL TaPOU OEG PATPEC UTIEPLOYUOUV.

B)

Y)

Prrpa 5 - Ipooupetikn

Pitpa obvoeong

Onowdnmote ovTOTNTA TOV Ogv €ivol GUUBAAAOUEVO PEPOG TOV TOPOVGHOV PNTPDV
umopel, pe T ovyKatdheon OA®V TOV GUUBAALOLEVOV LEPDV, VO TPOCYMPTNCEL OTIG
TOPOVoES PTPES OVA TAGO OTIYUY, G VIEVBLUVOG enelepyaciag 1 WG EKTEADY TNV
eneEepyocio, GUUTANPOVOVTOG TO TOPAPTHHOTA KOl VTOYPAPovTag TO Tapdptnua 1.

A@oV cvumAnpwbBovv Kol vroypaeolV TA TAPUPTIUATO TOV OTOlKElov o), 1
TPOGYWPOVGHA OVTOTNTO AOYILETO OC GUUPAALO LEVO LEPOC TV TAPOVCDV PNTPDOV Ko
EYEL TO OTKALMUOTO KO TIG VIOYPEDGELS VTeLOHVOL enelepyaciag 1 EKTEAOVVTOC TNV
eneEepyosio, GOUPMVO LE TOV XAPAKTNPIGUO TG 6T0 Tapaptnua I.

H npooympoioa ovtotnTo dev £l SIKOUMUATO 1] VITOYPEDGELS TOL ATOPPEOLY OO TIG
TOPOoVoES PNTPES OGOV APOPE TO OACTNUA TPV KATAGTEL GUUPAAAOUEVO HEPOC.



TMHMA II — YIIOXPEQYEIYX TON XYMBAAAOMENQN MEPQN

Prrpa 6

Heprypapn tye enelepyacios

Ot Aemtopépeleg Twv ipatewv enefepyaoiac, L6lwe oL KATNYopLeg TwV SESOUEVWY TTPOCWTTLKOU
XOPOLKTA PaL KoL OL oKOTTol TNG emefepyaoiag Twv SeSOUEVWY IPOOWTILKOU XOPOKTH POl YLOL AOYaPLO.OUO
Tou umeuBUvou enetepyaciag, kabopilovtal oto mapdaptnua .

Prrpa 7

Yroypewroeig twv coufaiiousvov uspaov

7.1. EVTOA£g

o)

B)

O ektehmv NV enelepyacio eneEepyaleTon To 000 UEVA TPOCOITIKOV YUPAKTNPO, LOVO
Baoer wotayeypapupévov evtol®v Tov vrevBuvov emefepyaciag, €KTOG €AV
vroypeovTaL TPOS ToVTO Phcel Tov dkaiov T Evmong 1 tov dikaiov Tov KpaToug
HELOVG GTO OTO10 VIOKELTOL O EKTEADV TNV enefepyacia. TV TEPIMTOGN LT, O
exktehdV Vv enegepyacio evnuepmvel Tov vevbuvo eneepyasiog Yo v v AOY®
VOUIKT amaitnon wpw and v enegepyacia, EKTOC AV TO €V AOY® O1KOO amayopeLEL
aVTOL TOV €100VG TNV EVNUEP®OT Y10, oPapotc AdYovg dNUOGIOV GLUPEPOVTOG. O
vrevbuvog enelepyoaciog pmopel emione va divel HeTayevésTepeg VIOAES KaO® OAN T
dbpKew NG eneEepyaciog TV Oed0UEVOV TPOCOTIKOV Yapaktipa. Ot ev AOY®
EVTOAEG fval TAVTOTE £YYPOPECS.

O ekteddv v emeepyacio evnuepdvel apécms Tov vrevbuvo enelepyaciag, v,
KOTA TNV Gmoyn Tov eKTEAOVVTOC TNG enesepyacia, KATO EVTOA TOL VIELBVVOL
enelepyaciog  mopaPfialer  tov  kavoviopud (EE) 2016/679/tov  kovoviouo
(EE) 2018/1725 1 evowoiaxég i) eBvikég data&elg mepi mpootaciog 0e00UEVOV.

7.2. NePLOPLOUAG TOU OKOTIOU

O extedwv tnv enegepyaocia enefepydaletal To SeSOUEVA TIPOCWTILKOU XOPAKTPA LOVO YLa TOV
OUVKEKPLLEVO OKOTIO 1} oKoTtoU ¢ TG enetepyaoiog mou opilovtal oto mapaptnua ll, ektdg av AdBet
TLEPALTEPW EVIOAEC amto Tov UTtELBUVO enetepyaoiag.

7.3. AldpKeLa TG ENeCEpyaoiog SESOUEVWV TTPOOCWTILKOU XapaKThpa

H enefepyaoia amno tov ekteAoU VIO TV EMEEEPYATLO TIPOYLLOTOTIOLELTOL LOVO YLAL TO XPOVLKO
Slaotnua ou KaBopiletal oto mapdptnua .

7.4. Aodalera TG enefepyaciog

o)

O exteddv TV emeepyacio epapOlel TOLALYIGTOV TO TEYVIKA KOl OPYOVOTIKE LETPQL
ov kabopilovrar oto mapdaptnpa I Tpokepévou va dacearilel v acedieio Tov



B)

OEOOUEVOV TTPOCOTIKOD YOPOKTPA. XTO TAMICIO 0oVTO ovumepltAapPdvetar mn
npootacio TV dedopévov and mapapiocn g acedielog Tov 0dnyel oe Tuyoia M
TOPEVO U KATOGTPOPT, OTMAELN, LETAPOAT, AVED adElog KOVOAOYNON 1| TPOCTEANON
dedopévov (oto e€ng: mapafioomn dedopévav Tpocomkov yopoktpa). Katd v
aELOAGYNOM TOV KATAAANAOV EXTEOV ALOPAAELNG, TO. GUULBaAAOHEVA LEPT AapBdvouv
dedvTmC VoYM TG TEAevTaieg EEMEEIS, TO KOGTOG EPUPLOYNG, TN OVON, TO TEdi0o
EQOPLOYNG, TO TAOIGL0 KOl TOVG OKOTOVG TG EMEEEPYATTOG, KOOMS Kol TOVS KIVOUVOUS
OV GUVTPEYOVV Y10 TO VTOKEIUEVA TV SEOOUEVDV.

O extehdv TV enelepyaocia mapéyel oe PHEAN TOV TPOSOTIKOV TOL TPHSPacT oTa
JE00EVO TPOCOTIKOV Y0P OKTH P TOL VITOPAAAOVTOL O€ eEneepyacio LOVO GTO LETPO
TOVL VOl OTOAVTMOG VALY Kaio Y10 TNV EKTEAESN, T1) Sty elp1om KAl TV TapakoAovOnom
¢ ovpPaong. O exteddv v eneepyacio dtacearilel 0TL Ta TpOCOTO TOL givorl
efovolodotnuéva va  enefepydlovrar ta AapPovopeva dEOOUEVO. TPOGMOTIKOV
YOPOKTIPO £XOVV OVOAGPEL OEGUELOT THPMNONG EUTICTELTIKOTNTAG 1] VITOKEWVTOL GE
d€0VG0 KOVOVIGTIKT] VITOYPEMCN THPNONG EUTICTEVTIKOTNTOG.

7.5. EvaioOnta 6edopéva

Av n emneEepyacio mepthapPavel 0e00UEVO TPOCOMTIKOD YOPUKTPO TOV OTOKAAVTTOVV TN
QULAETIKN 1 €BVOTIKN KOTAy®y", TO TOAMTIKO QPOVIUOTA, TIG OpNOKEVTIKEG 1| PIAOCOPIKES
TEMO1ONGELG 1] TN GULUUETOYT] GE GLUVOIKOAGTIKY] OPYAVAOGCT), YEVETIKO 0edopéva 1 PlopeTpikd
dedopEVaL PE GKOTTO TNV AOLOULPIGRNTNTN TOVTOTTOINGT TPOCHTOV, dEGOUEVA TOV QLPOPOVV TNV
vyela N ™ 6e€ovaiikn {m1 1 TOV YEVETIGLO TPOCAVATOAMGHO PLGIKOV TPOGMITOV, 1] 0G0 UEVA
TOL APOPOVV TOWIKES KATOdiKEG Kol adiknpota (610 €ENG: evaictnta dedopéva), 0 EKTEADV
v eneéepyacio epaproletl 101K0VG TEPLOPIGHOVS Ko/ TPOGOETES £y YV GELS.

7.6 Tekpunpiwon Ko cupudpdwon

o)

B)

Y)

0)

Tao copuParriopeva uépn eivar oe Béon va amodeiEovy T CLUUOPPDOT| TOVG LE TIC
ToPpoVoES PNTPEC.

O extehdv TV enelepyacia avTomoKpiveTal AIECH KOL ETOPKDG GE OA T OLTHLLATOL
TANPOPOPLOV TOVL VITEVOHVOV emesepyaciog oyeTkA Le TNV eneEepyacio dEdOUEVOV
COLPOVA LE TIC TOPOVOES PNTPEC.

O extehov Vv enelepyocia Oéter otn ddbeon tov vrevdivov emelepyaciog KaOe
amapaitTn T TANPOPOPia TPOG ATOIEIEN TG CLUUOPPMOTG TPOG TIC VITOYPEDGELS TOV
kaBopilovtal oTIc TapoveES PNTPEG Kot amoppEovy amevbeiog amd ToV Kavovioud
(EE) 2016/679 xavn tov kavovicpov (EE) 2018/1725. EnmAéov, KATOTV 0T LLOTOC
TOV VIELVBVVOL enelepyaciag, 0 eKTEAMV TNV emeiepyacio EMTPETEL KoL SIEVKOAVVEL
EAEYYOVC T®V OPOACTNPLOTATOV ENEEEPYOCIOG TOV KOUAVATOVIOL OO TIC TOPOVCES
PNTPES, ©€ €OAOYO TOKTO YPOVIKA OCTAMOTO 1) OV VIApYovv evoeifelg un
ocoppopemons. Otav amogoacilel ywoo emaveéétaon 1N €heyyo, o vrevbuvog
eneCepyaciog uropel vo AapBavel vTOYT GYETIKES TIGTOTOGELS TOV EKTEAOVVTOG TV
enekepyaoia.

O vrevBuvog emeepyacioc umopel va ETIAEYEL VA SIEVEPYNOEL TOV EAEYYO O 1d10¢ 1) vl
tov avabécel og aveEapnTto eheykn. O1éheyyot elvat SuvaTdv va TepAapfavouy Kot



eMOEMPNOELS GTOVG YDOPOVG N TIG QPUGIKEG EYKATOOTAGEL TOL EKTEAOVVTOC TNV
enekepyacio, evod, 6Tav evdeikvutal, dlevepyovvtal ETETo amd €0A0YN Tpobeopio
TPOoEWOTOiNoMG.

Ta ocvpPorropevo pépn Bétovv TIC TANPOPOPIES TOV VAP EPOVTOL GTNV TOPOVOO
PNTPQ, CUUTEPIAAUPOVOUEVOV TOV OTOTEAECUATOV TLUXOV €AéyywV, otn Oudbeon
™mMG/TOV  appddag/-0v ETOTTIKNG/-OV apyNg/-dv, KATOTY GYETIKOD OITHUOTOG
™G/TouG.

7.7. Xprion umtepyolapwv enefepyaciog

o)

B)

Y)

o)

O exteddv TV emeepyacia £yl T yYeEVIKT Adela TOV VITEVOOVOL enelepyasiog yio TV
npocAnym vrepyordfov emeepyaciog amd kKatdAoyo mov £xel cupewvnbel. O
ektehdv Vv  enelepyocio evnuepdvel €OIKE Kol €yypaomg Tov vmedhuvo
eneEepyosiog Yo KaOe Tuydv oKOTOVUEVT AAAOYT) GTOV €V AOY® KATAAOYO 1 OTToin
aQOpPA TNV TPOSHNKN 1 TNV OVTIKATACTOCT VIEPYOLAP OV enelepyaciog TOVALYLIGTOV
éva uMva TPy, map€yoviag otov vredbuvo enefepyaciog enapkn xpOVoO OGTE Vo
umopel vo evaviimbel oty ev A0y® aAdayn Tpv amd TV TPOGANYN TOL GYETIKOD
vepyorldfov M TV oYeTIKOV vmepyordfov emefepyaciag. O ekteAdV TNV
eneEepyocio Tapéyel otov vevBuvo enelepyaciog Tic TANPOPOPIES TOL aaTOVLVTOL
®ote 0 vevbuvog eneEepyaciag va eival oe BEoN Vo AGKNGEL TO SIKATOLO EVAVTI®MONG.

Otav o ektehdv v enelepyacio mpocrapPdvel viepyordpo enesepyaciog yo v
EKTEAEOT] OLYKEKPIUEVOV dpoaotnplotntov eneepyaciag (yio Aoyaplacud TOv
vrevdovov emefepyaciag), T0 mpdrtel péow ovpPacng m omoio emiPfdiier oTov
vepyoldfo emeepyaciog, oV ovoia, TIC 101E LVTOYPEMOES OGOV APOPE TNV
TPOOCTOGIO. TV OEOOUEVOV HE OVTEG TOL EMPAAAOVIOL OTOV EKTEAOVVTA TNV
enefepyosio copEova pe TIC mapovoes pntpes. O exteldv Vv emefepyacio
St Parilel 0T 0 VTEPYOAAPOC EMEEEPYAUTIOG CUULOPPMDVETUL LLE TIC VITOYPEDGELS OTIG
OTO1EGVITOKELTOL O EKTEADV TNV EMEEEPYOGIO COUPOVA LLE TIC TAPOVOEG PNTPES KL TOV
kavoviopo (EE) 2016/679 xauvn tov kavoviopo (EE) 2018/1725.

Katomv aumipatog tov vevbovou enesepyaciog, o ekteddv TV eneepyacio mapyel
oToVv Vevbuvo enefepyaciag avtiypapo TS CLUP®VING e TOV VITEPYOALPO Kot KO
TUXOV HETOYEVESTEPNC TPAENS TPOTOTOIN O G TNG. XTOV Pabud mov eivar avaykaio ywo
TNV TPOGTUGIO ETOYYEALATIKOV ATOPPNTOV 1| GAA®V EUTIGTEVTIKAOV TANPOPOPUDY,
CLUUTEPIAOUPOVOUEVOV TOV OEOOUEVOV TTPOCMTIKOV YOPOUKTP, O EKTEADV TNV
enefepyocio propel vo amalelyel TIG EUMIGTEVTIKES TANPOPOPIES OO TO KEIUEVO NG
CLUHEOVIOG TPV Amd TNV KOWOTTOINGN TOL OVTLYPAPOU.

O ektehdv Vv emeEepyacio mapapével TANP®S VIeLBLVOS EvavTl TOL VIELOHVOL
emeepyaciog Yo TNV EKTAPMOOT) TOV VITOYPEDCEMY TOV VIEPYOLAPOL eneEepyaciog
ocOpE®va pe T ocvppacn Tov pe tov ektedovvta v enegepyacia. O ektehdV TNV
eneepyacio yvootromolel otov vmedbuvo emefepyoaciag kdbe mepimtwon un
EKTANPOONG TOV CLUPATIKOV VIOYPEDGEWV TOL LILePYOAdPov enelepyaciog.

O extehdv Vv enefepyacio cvuemvel pe tov vrepyordpo enelepyaciog pntpa
dkaovyov tpitov, fAcel TNG 0moing —o€ TEPIMTOOTN TOL 0 EKTEADV TNV emeEepyacio
Enavce vo veioToTol AmTO TPAYUOTIKT 1] VOUIKT AToyn 1 KATESTN aPeEPEYYVOS— O
vevbuvog emeepyacioc €xel To dwoiopo vo kotayysidel T ovpPacrn pe Tov



vrepyoAdfo emelepyaciog Kot va ToV OMGEL EVIOAN] Vo, SlaypAyEL 1] VO ETIGTPEVYEL Ta,
J€00EVO TPOCHOTIKOD YOPAKTIPO.

7.8. Aebveig SLapLpacelg

o)

B)

B)

Y)

Ka0e dwopifaon dedopévav oe tpitn ydpa 1 01€6v opyavioprd ard Tov ekteAovvVTOL
mv enefepyocio TpoyHatomoleitol Hovo PAoeEl KATOYEYPOUUEVOV EVIOADY TOV
VIELVBVVOL enefepyaciag | TPOKEWEVOL VO EKTANP®OEL E101KT amaitnomn Tov diKaiov
™¢ ‘Evoong 1 tov kpdtovg péAovg 6to 0moio vokeTol 0 eKTeEA®V TNV eneepyacio
KOl eKTeAelTol oOPQOVO HE TOLG OPOVLC TOL KEPOANIOL V.  TOL KOVOVIGUOV
(EE) 2016/679 1 tov xavoviopov (EE) 2018/1725.

O vrevbuvoc emelepyaciog GUUEMVEL OTL OTIC TEPMTMGELS TOV O EKTEADV TNV
eneepyacio mpocrapfdvel viepyordfo encEepyaciog copemva pe T pritpa 7.7 ywo
TNV EKTEAECT] GLUYKEKPIUEVOV dpaoTnploTTeV eneéepyaciag (Yioa AOyaplaoud Tov
vmevbovoy  emefepyaciag) Kot ot &v AOym dpaoctnplotreg emeepyaciog
nepAapavouv  dafifocn dedoUEVmV TPOSHOTIKOD Y0P UK TP KOTA TV EVVOL0L TOV
kepoiaiov V tov kavoviopov (EE) 2016/679, o extehdv v enelepyacio Kat o
vepyoldfog emefepyaciag umopovv va doc@aAiilovv T CLUUOPP®ON LE TO
kepaiaio V tov kavoviopov (EE) 2016/679 péow g ypnong Tumomoinuévav
ocopfatikdv pnpdv mov €yel ekdmoer n Emirponn ovppwva pe 1o apbpo 46
nopdypaeog2 tov kavoviouot (EE) 2016/679, vid tov 6po OTL TAnpovvTal Ot
npobmoBEELS Yo TN XPNON TOV EV AOY® TUTOTOMNUEVOV GUUPATIKOV pNTPOV.

Prrpa 8

2ovopouij atov vmevbovo emeéepyocios

O exteddv TV emeepyacio evnuepmvel apécms tov vevbuvo enelepyaciog yio KaOe
aitnua Tov &rel AMAPeL 0o LTOKEIEVO TV 300 LEVAOV. AEV ooVt 0 i010¢ 6TO alitnua,
eKTOC av AaPel oyxetikn €£0V610006TNON ad ToVv VIevbuvo enelepyaciag.

O extehv v enelepyacio fonba tov vrevbBuvo eneepyaciog oty ekTANpOON TG
VIOYPEWMONG TOV VO OTOVTO OTO CUTHUOTO TOV LITOKEWEVOV TOV Oed0UEVOV Yl
GoKNOT TOV OIKOULOUATOV TOVG, AAUPavorévng vmoyn g eVong ¢ eneepyaciag.
Koatd v eknAnpmon tov vmoypedce®v T0V GOUP®VO. LE To oTotyela o) Kal ), o
eEKTEAMDV TNV  enefepyacioc GUUHOPOAOVETOL HE TIG €VIOAES TOv  vrevdivou
enegepyaciog.

Eminpdcbeta oty vrmoyxpémon tov ektehovvtog v enelepyosio va fonbd tov
vevbuvo enelepyociog ocdupmva pe ™ pntpa 8 otoeio f), 0 eKTEADV TNV
eneepyacio fonbd emiong tov vmevbBuvo emefepyaciag ot SCEAAON  TNG
GUUHOPP®ONG TPOG TIC TAPAKATM VITOYPEDGCELS, AAUPAVOUEVOVY VTOYN TS VO G ™G
enefepyociog OEOOUEVOV KOl TOV TANPOPOPLOV TOL O10féTtel 0 EKTEADV TNV
eneEepyocio:
1) v vnoyxpémon va OlEvepyel EKTIUNGN TOV OVTIIKTOTOV TOV O)XEO0LOUEVOV
npa&emv enelepyaciog oTny TPOCTUGIN TOV OO0 LEVOV TPOCOTIKOV Y OpAKTPO
(extiunom avTIKTUTOV GYETIKA UE TNV TPOCTUGIN 0EO0UEVMVY), dTOV £val €100G



0)

eneEepyociog eVOEYETal Vo ETPEPEL LYNAO KIVOLVO Y10 TOL OTKOLMUOTO KO TIG
ehevbeplec TOV PLUGIKOV TPOCOTMOV*

2) v oumoypémon va Cntel T yvoun me/tov opuddlag/-ov ETOTTIKNG/ -GV apyig-
oV mpwv and v enegepyacio, OTOV PO EKTIUNOT OVTIKTUTOV GYETIKA LE TNV
TPOoTAcio OESOUEVOV VIOOEIKVEL OTL 1] emeiepyacio Bo Tpokalovse VYNAO
Kivouvo eldelyel pétpov  petpocpod Tov Kivduvov amd Tov  vrevbuvo
emeEepyaciog

3) v vroypéwon va. donc@arilel OTL Ta HE30UEVE TPOCHOTIK OV YOPAKTHPA Elval
aKpIP Kol EMKOPOTOMUEVA, EVNUEPOVOVTAG Ywpic Kabvotépnon Tov
vevbuvo  emeepyacioc o€ TEPIMTOON MOV O €KTEAMV TNV emefepyacio
avTIMNEOel OTL ToL OEOOUEVA TPOCHOTIKOV YAPAKTNPA OV eneEepydletar ivat
avokpipn N mapoynuévae:

4)  Tig vmoypemdoel mov TpoPAEmovian ot0 4pBpo 32 tOL KAVOVIGUOV
(EE) 2016/679.

Ta coppoarropeva pépn kabopilovv oto mapdptnua I ta katdAAnio teyvikd Kot
0PYOVOTIKA LETPO LLE TAL OTOT0L O EKTEADV TNV eMeEePYaTio vToypeovTaL va, fonbd Tov
vevbuvo emesepyaciog yio TNV EpapLoYN TS TAPOVSUS PNTPAS, KOODS Kot TO TESTO
EQPAPLOYNG KL TNV £KTOOT TNG amattovpevns fondetag.

Prrpa 9

I'vworomoinen wapafiacns 0e0ousvwy mpocomKoD YopaKTHpPa.

Ye mepinton mapaPiocng 000 UEVOV TPOCOTIKOV YOPUKTPA, O EKTEADV TNV enelepyaci
ocvvepydletan pe Tov vrevbuvo eneepyasciog kot Tov fondd va cvppopewbel Tpog Tig
VIOYPEDGELG TOL TOL amoppEovy and ta. dpBpa 33 kat 34 Tov kavoviopov (EE) 2016/679 1 o
GpBpa 34 ko 35 tov kavoviopov (EE) 2018/1725, avédloya pe tnv mepintmon,
AopBoavouévav vtoyn TG EHONG TG ENEEEPYACIOS KOl TOV TANPOPOPLOV TOV O1aBETEL O
EKTEADV TNV ene&epyaciaL.

9.1 NapaBioon dedopévwv nou adopd dedopéva tou enefepyaletat o uteVOLVVOG enegepyaciog
Ze nepintwon napapiaon Se5ouévwv TPOCWTILKOU XopaKTrpa Ttou adopd Sedopéva rmou
enefepyaletal o uTteLBUVOC enefepyaoiac, o ektedwV Thv enefepyaocia BonBa tov umevBuvo
enefepyooiag:

o)

B)

Vo YVOGOTOTOmaoeL v moapofiocn dedopévemv TPOGOTIKOD YOPUKTNPO GTNV/OTIS
apuOdI/-C EMOTTIKN/-EC apyf/-éC, aueAinti amd  otyun mov o vrevbuvog
emeepynciog OmMEKTNOE YVAOON TOV YEYOVOTOG, KATH TePIMTOON/(eKTOG oV M
nopafiocn 000 LEVOV TPOCMTIKOV XOPAKTH PO OV EVOEYETOL VO TPOKAAECEL KIVOUVO
Y10 T OIKOUDUOTO KOl TG EAEVOEPIES TV PUGIKOV TPOCOTMV)’

VO GUYKEVIPMGEL TIC TAPUKAT® TANPOPOPIES, Ol 0Toies, cvupmva e to dpdpo 33
Tapaypaeog 3 tov kavoviepov (EE) 2016/679 avagpépovial 6T Yv®GTOTOINGT TOL
VIELVBVVOV enefepyaciog Kol TPEMEL VO TEPIAAUPAVOVY KT  EAIYIGTO:

1) ™ @Yon TV dE60UEVOV TPOGOTIKOD YOPAKTHPM, COUTEPIAOUBAVOUEV®V, OOV

gival duvOTO, TOV KOTNYOPLOV KOl TOV KOTé TPOoEyylon oaplBpov Twv
eMNPealOUEVOV VTOKEWEVOV TOV OO0 UEVMV, KOODS KOl TOV KATNYOPLDV KoL



ToV KOoth 7PocEyylon aplfuov Tev ennpealopevov apyeimv dedopévav
TPOCMOTIKOV YOPUKTIPO’

2) T evdgyduevec ovvémeleg TG mopafiocng TV OEOUEVOV  TPOCMITIKOD
YOPOKTI PO

3) 10 Anebévta M to mpotewdueve TPoc ANYN pETpa amd Tov vIevbuvo
enefepyociog ywoo TNV OVIWETOTION G mopoaPiaong tov  dedopévev
TPOCOTIKOV YUPAKTNPO, KAOMG Ko, OOV evOgikvuTal, LETPA Yio TV AUPAvvon
EVOEYOLEVAOV OVOUEVMV GUVETEIDV TG,

Otav kat atov Babud mou Sev eival Suvatdv va mapaoxebolv OAeg aAUTEC oL TANpodopleg
TAUTOXPOVA, TNV APXLKN YVwaTomoinon nepthapBavovtal ol mAnpodopieg ou eival Slabeoieg
Sedopévn oTLyun, evw TipocBeTeg AN podopleg TaPEXOVTAL OE UETAYEVECSTEPO XPOVO Kal XwPLg
adLkatoAoyntn KabBuoTtépnon LOALG KataoTouV Slabéatec.

Y) va GUUHoPP®OEL, ovpEmva pe o [apbpo 34 tov kavoviouov (EE) 2016/679 / pe thv
VIOYPEDMGCT VO OVOKOIWVAVEL AUEAANTL GTO VIOKEIEVO TV 050 UEVMV TNV Ttapafioon
JE00UEVMV TTPOGMOTIKOV YOPOUKTNPA, OTAV 0VTH eVOE ETAL va. BEGEL 68 LYNAO Kivouvo
TO, SIKOLMUATO KO TIC EAELOEPTIES TOV PUGIKADV TPOCHOT®V.

9.2 Napapioon dsdopévwv tov adopda Ssbopéva tov eneepyAleTaL 0 EKTEAWV TV ENeSEpyacia

Ze nepintwon napapioong Se5oUEVWV TTPOCWTILKOU XapaKTrpa tou adopd Sedopéva mou
enefepyaletal o eKTEAWV TNV enefepyacia, 0 EKTEAWV TNV EMELEPYACLO EVINLEPWVEL TOV UTIELBUVO
enefepyooiag xwplic adtkaloAdyntn kabBuoTépnon amnod tn Ty TTOU ATTOKTA YVWon TnG napapioonc.
H ev Adyw yvwoTtomnoinon nepthappdavel kat eAdxLoTo:

o)  mEPypaen TG euong g mopafiaong (cvouneprhappovopévav, émov givat
duvatdv, TOV KATNYOPL®V Kol TOL KOTO TPOoEyylon apldpovd Twv
emMpealOUEVOV VITOKEWUEVOV TOV 000 LEVMVY KOl OpYEI®V dE00UEVAOV)®

B) 1o otoyeio Tov onueiov emKow®VIOG OO TO OMOi0 UTOpPOvV va AneBovv
TEPLGGOTEPEG TANPOPOPIEG OYETIKA pe TNV mopafPicon TOvV dedopévmv
TPOCOTIKOV YOPUKTHPO’

Y) TG EVOEYOUEVEG GUVETELEG KAl TA ANQOEVTA 1] TPOTEVOUEVO TTPOGANYN LETPOL Y10l
TNV OVTILETOMION TNG Tapafiocns, Kabmg Kat, OTov evoeikvuTal, LETPA Y10 TV
apuprovon evoeyOUEVOV SUGUEVMV GUVETELDV TTC.

Otav kat atov Babud mou Sev eival Suvatdv va mapaoxeBolv OAeg auTEC oL TAnpodopieg
TAUTOXPOVA, TNV apXLKA YVwoTomnoinon nepthapBavovtal ot mAnpodopieg ou eival SlabEoLeg T
6edopévn oTLYUN, EVW TIPOOBETEG TTANPOPOPLEG TIAPEXOVTAL OFE LLETOYEVESTEPO XPOVO KAl XwPLG
adlkaloAoyntn KabBuoTéPnon LOALG KATAOTOUV SLOBETLUEG.

Ta cupBaiAoueva pépn kabopilouv oto mapdptnpa Il 6Aa ta dAAa oTolyeia Tou mpénel va
TLOPEXOVTAL OTTO TOV EKTEAOUVTO TV eMeepyacia kot thv opoxr BonBesilag atov unel Buvo
enefepyooiag yla th ou Lopdpwon Ipog TLG UTTOXPEWOELS Tou UTteuBU VoL enegepyaciag cUudwva He
Ta apBpa 33 kat 34 tou kavoviouoL (EE) 2016/679 .



B)

Y)

d)

TMHMA III - TEAIKEY AIATAEEIX

Prrpo 10

Mpny oouudpowon us Tig pRTPES Kol KoTayyeiio

Me v emeovAaln tov dwtdéewv tov Kavoviopov (EE) 2016/679 kaun tov
kavoviopov (EE) 2018/1725, o mepimtwon mov o0 ekteh®dv TV  emeEepyacio
mopoPralel TG VIOYPEDGEL TOV COUPMVO UE TIS TOPOVGES PNTPES, O VIEVOLVOC
enefepyociog pmopel vo OMOEL EVTOAN OTOV €KTEAOVVTO. TNV emefepyacio vo
avooteider v eneepyacio OedOUEVOV TPOCHOTIKOV YOPOKTHPO £0C OTOL O
tedevtaiog ovppopembel pe TG mapovoeg pRTpeg N Katoyyelbel n ovpPacn. O
ektehdv Vv enefepyacio evnuepmvel apéowsg tov vmevbuvo enelepyociog o€
TEPIMTOOT TOL adLVVATEL VAL GLUHOPP®OEL e TIG TOPOVCEG PNTPES, Y10 OTOLOVONTOTE
Adyo.

O vrevBuvog emeepyaciog Eyet dikaimpo va Katayysilet  ooppocn otov Babud mov
aQopa Vv enegepyosio 630 LEVOV TPOSOTIKOV X OPAKTNP O COLPMVA LLE TIG TOPOVCES
pfiTpeg, av:

1) n enegepyooia dedopévov TPOOHOTIKOD XOPAUKTAPO OO TOV EKTEAOVVTO TNV
eneEepyocioavestdin and tovumevbuvo eneepyaciog cOLP®VA LE TO GTOLYEID
0) KOl 1 COUUOPQ®ON UE TIG TAPOVGES PNTPES OEV OTOKOTACTAONKE EVTOG
€0AOYOV YPOVIKOD SGTNLATOG KoL, 6€ KAOE mepinTon, evidg v unvog outd
TNV Nuepounvia TG oVOGTOANG

2) o ekteddv Vv enefepyaocio mapaPiralel ovo®IOE N HE TPOTMO SLOPKN TIG
TaPOVGEG PATPES N} TIS VILOYPEMGELS TOVL PBdoel tov kavoviouoy (EE) 2016/679
Kavn Tov kovoviopov (EE) 2018/1725-

3) o0 &ktEAdV Vv emeepyocio OV GLUUOPEOVETAL LE OECUEVTIKY OmOPOON
apudd1ov dikaotnpiov | C/TOV apUOSING/ -®V ETOTTIKNG/-OV apYNS/-OV OGOV
aQOPE TIG VTOYPEMGEL TOL GUUPMVO LLE TIC TOPOVGEG PNTPES 1] TOV KOVOVIGUO
(EE) 2016/679 xaivn tov kavovicpo (EE) 2018/1725.

O ektehmv Vv enelepyacio el dwkaiopa va koatayyeidet ) oduPacn otov Badud
oL aPOpPd TNV eneEepyacio dEOOUEVOV TPOCHOTIKOD YOPAKTNPO COUP®VA UE TIG
TOPOVCEG PNTPES AV, TAPOAO TOV EYEL EVNUEPMOEL TOV VITEVOVVO eneEepyaciag OTLOL
EVTOAEC TOV TP af1dlovV EQUPLOGTEES VOIKEG OTOLTIOELS GOULP®VO Le TN priTpa 7.1
ototyeio B), o vwevBuvog emeepyaciog EUUEVEL OTN CUUUOPP®ON UE TIC &V ADY®
EVTOALG.

Metd v katayyehio TG oOpPacns, o EKTEADV TNV eneiepyacia, KOT' ETIAOYT TOL
vrevdivov emeEepyaciog, dlypapel OAa To. OEOOUEVO TPOSMTIKOV YOUPAKTIPO TOV
emeCepyaletar v Aoyopraocud tov vrevbhvov emeepyaciog Kol moTonolEl oToV
vevBuvo enelepyaciag OTLTO £l TPAEELT) EMOTPEPEL OAN TOL OEOOUEVO TPOCOTTIKOD
YOPOKT PO 6TOV LITEVBUVO emeEepyaciog Kol Oloypa@el TO VOIGTANEVO OVTIYPOPa,
eKTOC av 10 Oilkato ¢ Eveoong 1 tov kpdtovg péhovg amoartel v amodnkevon twv
dedOUEVOV TTPOCOTIKOV yopaktipo. Emg ™ dwypaen 1 v emotpoen Tov



JeSOUEVMV, 0 EKTEAMV TNV eneCepyacio cuveyilel va dSlc@aMIEL T CUUUOPP®OT| e
TIG TOPOVGES P TPES.
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INAPAPTHMA I KATAAOT'OX XYMBAAAOMENON MEPQON

YnevOuvvog emnsiepyaociag opiletal o TEAATNG OTOV OO0 TAPEXETAL EVEPYOS
e€omAopds (e@e&icn Ymmpeoia), o omoiog kabopilel Tov okomd ¢ emeEepyaoiag.

Extedwv v ensgepyacia: OPTANIZIMOZ THAENIKOINQNIQN THEX EAAAAOX
ANQNYMH ETAIPEIA (OTE AE 1§ OTE 1} COSMOTE).

AevBuvon: A.Kneoiag 99, Mapovot TK: 15124
EAévn 'epoviton Data Privacy Officer Opidov OTE

Email emkowvwviag: customerprivacy @ote.gr

0 Extedwv Vv Emelepyacia emeEepyaleTal TPOoowMIKA SESOUEVA VI AOYAPLAG O TOU
YrmevBuvou Eme€epyaciag e oKOTO TV TapoxT] VTNPEC LWV TEXVIKNG VTTOGTIPLENG TOU
evepyou eEomAlopoV  (e@e€ric ot YmootnpikTikEg YTmpeoiec). O s€omAiopuds pmopei va
meplAapfavel evéektika Switches, Deck Phones, Communication centers ktA (e@e€ngo
E&omAlonoc). O E€omAiopudg mapéxetatotov Ynevbuvo Ene€epyaciog pe tnv uecoAdnon
tou Extedovvta v Ene€epyacia «wg €xew pe aomn Toug 0poug Xp1ions Kol TOUG OpouUG
eMegePYATlag TPOOWTIKWYV SeSOUEVWY TOu TpounBeuT, 1tol ¢ etaipeiag Alcatel-
Lucent Enterprise (32 Avenue Kleber 92700 Colombes, FR, =@e&ic ALE 1 o
Mpoundgug) xwpic THV SVVATITTA SLATPAYUEATEVONG TWV OPWV AUTWV 1) TWV
HETPpWV ac@dAelag mov Aaupdver o MpounBeutic amdé tov ExtedoVvta v
Ensiepyacia. H eneiepyaocia TPoowTikwv Sedopévwv Katd v xpnon Tov
E€omAlopov mpaypatomoteitat and tov [poundsut) kat teprypagetal oto Data
Processing Agreement, ontw¢ mapatiBetatl oto Hapdptnua V, kaBwe KoL otV emionun
totooeAida tov IlpounOevt (Privacy | Alcatel-Lucent Enterprise (al-enterprise.com) . O
ExteAwv ™V Eneepyacia eneiepydletal mpoowtikd dedopéva tov YnevOuvvov
Eneiepyaociag kata v mapoyl) T®wv YIOoTNPIKTIK®OV YTNPESIWVY Kot 0vSepia
gVOVVN @PEPEL AVAPOPLKA PE TNV EMEEEPYAOIA TPOCWTIKWV SeSopévwv, mov
TPAYUATOTOLEITAL Katd TNV Xp1on Ttov Efomiiopov tov Mpounbevti) and tov
Ynev0Ovvo Ensgepyaoiac.
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INAPAPTHMA II: NIEPIT'PA®H THY EITEZEEPTAYIAY

Katnyoples vmokeiuévwv SeSousvwv twv omolwv ta SE50UEVA TPOOWTIIKOU YApaKTHPA
vmofarlovtal o€ emeéepyaoia

[TeAateg/ouvdpounTég Touv YrevBuvou Emetepyaciag

Katnyopieg dedopévwv mpoowmikoy yapaktipa mov vmofdAdovtal oe emegepyaoia
Emwvopla - ApiBuog doporoywkov Mntpwov (APM)- Emayyedpa - Ztoela
eMKoVwviag (tnAé@wvo, e-mail) - Apxela TapapeTPOTONONG EVEPYOU EEOTIALGHOV -
AgSopéva Slepevivnong Kal eviomiopov o@aipatwy (debugging data) - AeSopéva
kataypa@ns cvppavtwyv (logs) - Ztatiotika xpnong (reporting) - IP Addresses - MAC
Addresses - Host names - Zeplakol apiBpol - Aedopéva kivnong (my. oToElX
ELOEPYOUEVWV /eEEPXOUEV WV TNAEPWVIKWV KANJoEWY, source / destination ip addresses,
type of traffic).

EvaioOnta dedouéva mov vmofaAdovtal o€ emeéepyaoia (av ouvTpExel TETOLA TEPITTWON)
Kal TEPLOPLOUOL 1] EYYUNOEIS TOV £Qapuolovial WOoTe va Aaufavovial TANpwS vToyn n
QUON TWV SE60UEVWY Kal Ol VPLOTAUEVOL KIVOUVOL, OTTWS, Yl TAPASGELYUR, AUOTNPOS
TEPLOPLOUOS TOU OKOTOU, TEPLoplopol otnv mpoofaocn (ovumeptdaufavouévng tng
TPOoLACHS AMOKAEIOTIKA QMO TPOCWTIKO TOU EXel AdPel €&elSIkevuévn kataption),
Tpnon apyeiov mpoofaons ota SeSouEva, TEPLOPLOUOL OTIC TEPAUTEPW SlafiBaoels 1
TMPOCOETA UETPO AOPAAELQ,.

Aev ipaypatomoleitalemeiepyacia evalodnTwy 6e5ouEvwy 6TO TAXICLO TNG TAPOVOAG.
®von ¢ emeéepyaoiag

H emefepyaocia a@opd v mapoxn VTNPECLHOV GUVTIPNONG — TEXVIKNG LTTOOTHPLENG
TnAemkowwviakoy Emiyelpnowakoy Zvomjpatos dwvrs (TE.X.P). O vmmpeoieg
mepLAapfavouv v  emavopBwTiky ovuvvtipnorn (corrective maintenance), v
TPOANTITIKY ouvTijpnon (preventive maintenance) kot v Staxeiplon aAiaywv Kol
UTINPEC LWV TNAETIKO LV WVIAKOU GUUBOVAOU.

2xomog/-ol yia tov omoio 17 TOUG 0moloUS TA JedoUEva TPOCWTIIKOU YAPAKTIPA
vmofarlovtal o€ emeéepyaoia yia Aoyaplaouo tov vtevOivou emeéepyaoiag.

H emefepyacia a@opd TV mapox VTNPECLHOV GUVTIPNONG — TEXVIKNG LTOOTHPLENG
TnAemkowwviakoy Emixelpnolakov Zvotiuatos Pwvic (TEZ.®). Ou vmnpeoieg
mepLAapfavouv v emavopBwTiky ovvtrpnorn (corrective maintenance), v
TPOANTITIKY] ouvTijpnon (preventive maintenance) kot v Slaxeiplon aAiaywv Kol
UTINPEC LWV TNAETIKO LV WVIAKOV cUUBoVAOU.

H mpooPacn ota Oedopéva TPOOWTIKOU  XAPAKTHPA  TPAYUATOTOLELTOL
ATOUOKPUOUEVA HEOW €EEISIKEVUEVOU AOYLOUIKOU Slaxelplong CLCTHUATOG TOU
KATAOKELAO TN 1} EMITOTIOV HEGw console cable(serial-Ethernet).
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IV MEPIMTWOT TOU 1] SUVATOTNTA ATTOUAKPUOUEVNG TIPOGBACTG TTAPEXETAL ATIO TOV
YrnevBuvo Emelepyaciag o tedevtaiog elvat vmevbBuvog va opiloel  To €i60g NG
PO Baong KATOTLY cuvevvonong pe tov Ektedovvta v Emeepyaoia.

Aapkela ¢ emeéepyaoiog

H eme€epyaoia mpaypatomoleitatyla 060 xpoviko Staotnpua toxveln kupla cupfoon. Ot
opol TG Tapovoag cVUBaoNG LOYVOLY KAl HETA TV ANEN TG KVpLag oVpupfacng yu
TIEPLOPLOUEVO XPOVIKO SLACTNUA Kol SIETTOUV TNV TUXOV ETMEEEPYATIA TIPOC WKWV
SeSOUEV WV TTPAYLATOTOLEITAL UE OKOTIO TNV A1jEN TNG GUVEPY AT ING TWV CUUPBAAAIUEV WV
HEPWV.

NAPAPTHMA Il TEXNIKA KAI OPFTANQTIKA METPA, :YMMNEPINAMBANOMENQN TON
TEXNIKON KAI OPTANQTIKON METPON TA TH AIAIQAAIZH THZ AIQAAEIAZ TQON
AEAOMENQON

ITo Tapov mapapTnua opilovtal Ta PETPA TIOU £QAPUOIOVTUL 6TA CUCTIUATA TOU
Extedovvta v emelepyacia, Ta omola XpNOLUOTOLOUVTIAL Yl TNV emesepyacia
SESOUEVWV TIPOCWTIKOV YUPAKTIPA TIOU TPAYUATOTIOLEITAL 6TO TAXIGLO TNG TTAPOXNS
TWV UTINPECLWV TIOV TIEPLYPAPOVTAL GTO TIAPOV CUUPWVNTIKO avdbeong emeiepyaaoiog
deSopEvwv.

1. dvowr ac@disla

0 ekTEAWV EQAPUOLELUETPA PUCIKNG ACQOAAELAG OTIG EYKATACTACELG TOV AUTIO TIG OTIOIES
TpaypatoToleital 1 emegepyaocio Sedopevwy. Ta petpa meptAapfdvouy petad AAAwY
EAeyX0 TPOOPRaoNG OTIS EYKATAOTACELS, TIPOOTACIA ATO (PUOIKEG KATAOTPOPES Kal
HETPA QVIHETWTIONG TEPLOTATIKWY OTWG SLAKOT PEVHATOG 1] GAAX TpofArpata
Tpoodoaiag.

2. Tlpootacia CUCTNUATWY KAL SIKTUWV ATIO EEWTEPIKEG ATIELAEG

0 extedwv v emegepyacia e@apUolel PETPA TIOU TPOCTATEVOUV TA GUOTHUATA
TANPOPOPLKNG, TA SIKTLX KALTOV EEOTIALO O TIOV PO LLOTIOLOUVTAL YA TV ETESEPY AT
TPOCWTIKWV SeSOUEVWY amo un eovolodotnuévn mpoofaom, un eEovolodotnuevn
TPOTIOTIOMOT), ATIWAELA 1] KATAGTPOPT] 1] TTAUPAVOLT) XP1|OT).

3. Evioyvon ac@daielag cuoTHUATOS

O €ZomAlOPOG TANPO@OPIKNG TPOCTATEVETUL ATO KAKOBOLVAO AOYIOUIKO KAl T
TANPO@OPLAKA cLOTHHATA LoxvpoToovvtal KatdAAnAo Aoyllopiko (TrX. OVTUWKA
ovoTNUaTA) eyKabloTtatal Kol Slatnpeital EVUEPWHUEVO YIX TNV TPOCTACIA TWV
OUOTNUATWV.

4. TIAalol0 OYXETIKA LE TO AVOPWTLVO SUVAULKO

0 exTeAWV TNV emelepyacio ePAPUALEL HETPA OXETIKA LE TO AVOPWTIVO SUVAULKO TTOU
eMeLePYALETAL TA TTPOCWTIKA SESOUEVA, TA OTIOIX KAAVTITOUV Ta aekOAovBa:
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=  XpNOWOTIOLEITAL HOVO EUTIELPO TIPOOWTILKO, TO OTIOL0 €XEL TTALPAKOAOVLONGEL OAN
TNV amapaitnTn eKmaldevon Kol YVwPILleL TIG UTIOXPEWOELS OXETIKA HE TNV
THPNOTN TNG EUTIOTEVTIKOTITAG KL TNV TIPOCTAC I TWV SESOUEVWV TIPOC WTILKOV
XOUPAKTIPA.

* ‘Otav AféeLn epyaciakt oxeomn, ol epyalOUEVOL EMGTPEPOVV TOV EEOTALGUO IOV
Toug ixe 8o0el oTov Extedovvta.

5. ToATkeEg ylx TV tpooTacio SES0UEV WV KAL TNV A0 PAAELX TWV TIATIPOQPOPLWV

0 exteAwv TV emegepyaoio e@APUOTELTIOATIKEG YLIO TNV TPOOTAC (X SESOUEV WV KL TNV
A0 EAAELX TIANPOPOPLWY, EYKEKPLUEVEG a0 TN Aloiknon. Ot TIOAITIKES elval Eyypageg
€VKOAX TIPOC BAGLUES, KOLVOTIOLOVVTAL G€ OAOUG TOUG EPpYA{OUEVOUS KalVAoToloUVTaL Ot
Stataelg Toug avabBewpouvtal TAKTIKA Yt va  Slxo@aAiletal  otL  elvat
QATIOTEAEC LA TIKEG, EVIILEPWUEVEG KAL GE CUUUOPPWOT) [LE TN VopoBeaia.

6. Adelodotnon xpnotwv

0 exteAwv Ty emegepyacia e@apuoletSadikaciayla v Staxelplon Twv SIKAWUATWY
TpocBaong kat kabBopilel TOLOG PTTOpEl v EXELTIPOGBACT O€ TTOLX CUCTIUATA KL TIOTE.
OLamaLToEL§ IOV KAAVTITOVTOL ElvaL:

o Tadwaiwpata mpocBaongopilovtal Le fAOT TIG ETXELPTOLAKESG AVAYKES KL TIG
QATALTHOELS KO PAAELNG KAL TIPOCTACIAG SESOUEV WV.

o Ta dkalwpata mpoofacns avatiBevtal LovadiKa o€ XP1|OTES.

e EmPefawdvetal n avaykadtnta Satipnong SIKAWUATwY Tpooacng o€
TOKTIKN Bdon.

7. Tavtomoinon xpnotwv

H e€ovo080tnon yla mpooPaon eKYwpPeLTal HOVO HETA TNV ATOKAEICTIKTY AVAYV®WPLOT
Tou XpNo . OLXP1OTEG UTTOPOVUV VU AVAYVWPLETOVUV HOVASIKA aTio €va cVothua. ['a va
eTLTEVXOEL NUTO, XPNOLUOTIOLELTAL EVAG ATOUKOG AOYAPLXC OGS XPT{O TN YIX KABE Xp1joT.

Oupadikol Aoyaplacuol §gv xpnouomolovvtal ota cuoTHuata tou Extedovvta mov
XPNOLWOTIOLOVVTAL YL TNV TIALPOXT] TWV VTINPECLWV 6TOV YTtevBuvo.

[l TV TAVTOTTOMO™ TWV XPNOTWV XPTNCLUOTIOOVVTAL LoXVPOol Kwdikol TTpdoBaong.
8. EAayiotomoinom dedopevwv

0 exteAwv ™V emeepyacia Aapfavel HETPA [LE GTOXO TOV TIEPLOPLOUO GTO EAAXLOTO TG
eMeCeEPYATLOGSESOUEV WV TIPOO WTILKOV XAPAKTHPA YA TIG TTAPEXOUEVEG VTN PEC LS. OTOV
eEAYOVTAL TIPOOWTIKA SESOUEVH ATIO TA CUCTHUATA TOV YTELOUVOU, XP1CLLOTIOLOVVTAL
Hovo ekelva Ta media oL elval aTApAlTNTA Y1 TOV OKOTIO TNG EMEEEPY AT LAG.

9. Awxypar) dedopuevwv
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Te mepimtwon mov amattnBel n e€aywyr TPoowTKWY SES0UEVWY ATTO TA CUOTHHATA
Tou YmevBuvou Emefepyaciag o Extedwyv @povtilel yix ) Saypa@r] Twv SeSopEvwv
QTIO TA CUCTIHUATA TOV HETA TNV OAOKAT|PWOT) TWV ATAPALTNTWY EPYACLWV.

10. [Ipootacia SeSopevwy kata v Stafifaocn kat amobnkevon

Ye mepintwon mov amattnBel n e§aywyn dedopevwy and cvoTiuata tov Ymevbivouv, o
ExteAwv e@apuolel LETPA VIO TNV KPUTITOYPA PN OT) TOUG KATA Th LETAQOPU.

E@appdletat kpunmtoypa@nomn otov eiomAlopo (laptops) mov xpnowomoleitat y tnv
enefepyacia SeSouEvwv.

11. Awxxeiplon TEPLOTATIKWY ACQOAAELNG

O extedwv SlabeTel kat e@apuolel katayeypappuevn Swadikaoia ya v Swaxeipon
TEPLOTATIKWY AOPAAELNG KAL TIOPABLAOTG TTPOCWTIKWY SESOUEV WV.

ITAPAPTHMA 1V: KATAAOT'OX YIIEPTOAABON EINNEZEPTAYXIAY

['a v Tapoxn Twv Ymoompktikwy Ynpeowyv o Extedwv v Ene€epyaoia: i) Sev
avabetel emefepyacio SeSOUEVWY  TPOCWTIKOU  XAPAKTNPA O€ UTEPYOAQfo
emelepyaociag kat ii) ovvepyaletatr pe v ALE, n omola mapéxel otov YmevBuvo
Ene€epyaciag tov ESomAlopd «wg €xew pe v pecoAdfnon touv ExkteAovvtog tnv
Emegepyaoia ouppwva pe ta opllopeva oto Mapapmmpua I tov mapdvtog.
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NAPAPTHMA V DATA PROCESSING AGREEMENT

ALE International

Alcatel-Lucent @

Data Processing Agreement (DPA)

Preamble

Where processing isto be carried out on behalf of a Controller, the
processing shall abide to the current European Data Protection
Regulation, especially in such a manner that i) processing will meet
an appropriate Data protection level and ii) the rights of the Data
Subject can be serviced. This Data Processing Agreement (this
“DPA” or this “Agreement”) complies with the special requirements
of the European Data Protection Regulation. 1 This DPA includes:

Section 1: Scope & Object

Section 2: Duties of the Processor

Section 3: Duties of the Controller

Section 4: Data Protection: The Technical and
Organizational Measures (the “TOMs”)

Section 5: Other Provisions

Appendix 1, ALE TOMs

Appendix 2, ifrelevant: the European standard contractual
clauses established by ALE with some service suppliers
Appendix 3, Cross references between the DPA provisions
and the GDPR provisions

Section 1: Scope & Object
1.1. Definitions

The definitions of terms used herein in capital letters are the one
set forth in the GDPR:

http://ec.europa.eu/justice/dataprotection/reform/files/regulatio
n_oj en.pdf.

For the sake of clarity, hereby the Processor is ALE and the
Controller or representative ofthe Controlleristhe Partner. It is
the duty of the Partner to ensure that the Controller is well
informed of its rights and duties.

1.2. Scope of Application

The Processor processes Personal Dataonly on behalf of the
Controller.

The scope, type and purpose of the processing of Personal Data by
the Processor are described in the DPA.

To the extent the Processor also collects, processes and uses
Personal Datathat isrequired for the conclusion and the
performance of the DPA, such as name, business address,
business email or phone numbers, such Personal Dataor “Contact
data” is out of the scope of this DPA.

This DPA shall also apply to the inspection or maintenance of
automated processes or of data processing systems performed via
remote access, ifit cannot be excluded that access to Personal
Data is possible when performing these tasks.

1.3. Subject Matter of the Agreement

1.3.1. The Controller assigns the Processor to collect, to process
and/or to use Personal Data. The main contract shall be Instruction

1 Regulation 2016/679 of the European Parliament and of the Council dated 27th April

movement of such data and revocation of the directive 2016 on the protection of
individuals about the processing of personal data, free 95/46/EG (European Data
Protection Regulation, GDPR).
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from Controller to the Processor for the processing of Personal a)
Data.

1.3.2. The subject matter of this DPA and thus purpose, type and

extent of the data collection is stipulated in the main contract b)
dated [...] between the Controller and the Processor or is carrying

out the following processing activities on behalf of the Controller

oris the remote maintenance access to IT systems, whereby access

to personal data cannot be excluded 0

1.3.3. The data processing is carried out exclusively within the

territory of France, a Member State of the European Union or

another contracting member state of the European Economic Area.

Any transfer to a third country requires the specific authorization

from the Controller and may be carried out provided the fact that

the appropriate legal statutes are adopted by the Processor, d)
namely by populating and signing off the European standard

contractual clauses, in Appendix 2.

1.4. Duration of the Agreement

This DPA isvalid as long as ALE may process such personal data.
1.5. Nature of the Data

The subject-matter of the collection, processing and/or use of
Personal Data may cover the following types/categories of data
(list/description of categories of data) depending on the product or
service: contact data, content data, profiling data, sensitive data,
administrative data.

1.6. Categories of Data Subjects

Groups of persons affected by this Agreement as Data Subjects may
be: service end users such as employees, contractors,
visitors/guests.

Section 2: Duties of the Processor
2.1. Responding to Data Subjects

The Processor shall act only on instructions of the Controller. Ifa
Data Subject contacts the Processor requiring modification or
deletion of his/her Personal Data, the Processor should forward the

request to the Controller as soon as possible. e)

2.2. Supervision and Responsibilities of the Processor

Where processing isto be carried out on behalf of a Controller, the
Controller shall use only Processors providing sufficient guarantees

to implement appropriate technical and organizational measures in

such amanner that processing will meet the requirements of the f)
European Data Protection Regulation and ensure the protection of

the rights of the Data Subject.

In addition to the contractual obligations of this Agreement, the

. . g)
Processor shall adhere to following requirements:

Written designation of a data protection officer. Contact
details are to be communicated to the Controller to allow
direct contact.

Where the Processor engages further persons for carrying
out processing activities within the scope of this Agreement,
the same data protection obligations as set out in this
Agreement related to confidentiality, specific purpose and
direction shall be imposed on these further persons.

The Processor ensures that data processing shall be
exclusively carried out upon the Controller’s appropriate
documented instruction (refer to 3.2. of this Agreement). If
the Processor is legally liable to process Personal Data, the
Processor shall inform the Controller prior to carrying out
those data processing requirements.

The Processor should assist the Controller in maintaining the
rights of Data Subjects and shall take appropriate measures
to grant compliance. The Processor will assist the Controller
by using appropriate technical and organizational measures,
insofar as thisis commercially possible, for the fulfillment of
the Users’ rights (as Data Subjects) or for the fulfillment of its
obligations as per the applicable European Data Protection
Regulation.

To the extent the User or its Controller, in its use or receipt
of the Services, does not have the ability to correct, amend,
block or delete Personal Data, as required by European Data
Protection Regulation, the Processor will assist to facilitate
such actions to the extent the Processor is legally permitted
to do so and to the extent such activity iscommercially
reasonable. The Processor shall, to the extent legally
permitted, promptly notify the Controllerifit receives a
request from a Data Subject for access to, correction,
amendment or deletion of that User’s Personal Data. The
Processor shall not respond to any such Data Subject
request without Controller’s prior written consent except to
advise the Data Subject that such request must be

addressed to the Controller. The Processor shall provide the
Controller with commercially reasonable cooperation and
assistance in relation to handling of a Data Subject’s request
for access to that User’s Personal Data, to the extent legally
permitted and to the extent the Controller does not have
access to such Personal Data through its use or receipt of
the Services.

Where the type of processing is likely to result in a high risk
which is obliging the Controller for carrying out a data
protection impact assessment, the Processor should provide
appropriate support. The same applies to the obligation to
consult the Supervisory Authority as far as a data protection
impact assessment is required.

Immediate notification to the Controller of any monitoring
activity and measures carried out by the Supervisory
Authority. The same applies for any investigation carried out
by the competent authority at the Processor.

At first demand, and no more than once a year, evidence to
be provided to the Controller of the implemented technical
and organizational measures and their adequacy to the
GDPR. For this purpose, the Processor may present up-todate



a)

c)

attestations, reports or extracts thereof from independent
organizations. Controller carries out such audit at its own
costs.

The Processor abides to a code of conduct or an approved
certification mechanism as required by Article 28 of the
GDPR.

2.3. Notification of Infringements by the Processor

2.3.1. The Processor should notify the Controller as soon as
possible in all cases of data protection infringement by the
Processor or the Processor’s employees.

2.3.2.The Processor has been informed about theliabilities to
notify any loss, unauthorized disclosure, transfer or access to
Personal Data. The Processor shall notify the Controller as soon as
possible after becoming aware of such incidents — irrespective of
the cause. This will also apply to severe failures of operational
procedures, suspicion of infringement of the provisions relating to
data protection of this Agreement or any other irregularities on
processing Personal Data provided by the Controller. The Processor
and the Controller shall take steps to ensure appropriate data
protection measures as well as minimizing of possible adverse
effects to Data Subjects.

2.3.3. Insofar as the Controller should notify Personal Data
breaches, the Processor should provide any technical and
organizational assistance to the Controller when it requests so. This
applies to notification of the Supervisory Authority of a possible
violation relating to data protection as well as notification of Data
Subjects affected by the infringement.

2.4, Sub-Processing

2.4.1. Where the Processor plans to engage another processor
(“Sub-Contractor”) for processing or use of Personal Data, the
following conditions are to be observed:

The Processor shall not engage another processor without
prior written authorization of the Controller. The Processor
shall inform the Controller of any intended changes
concerning the addition or replacement of other
SubContractorsin due course. The Controller has the right to
object to such changes.

Contractual agreements with the Sub-Contractor(s) are to be
defined in compliance with the requirements of this
Agreement. The Processor shall use only Sub-Contractors
providing sufficient guarantees to implement appropriate
technical and organizational measures in such a manner that
processing will ensure the protection of therights of the Data
Subject.

Where a Sub-Contractoris used, the Controller needs to be
entitled to monitor and inspect the Sub-Contractor. This also
includes the right to obtain information, upon written
request, on contract content and the implementation of the
data protection aspects within the sub-contract relationship,
if necessary by reviewing the respective contract documents.

2.4.2. Services provided by third parties, which the Processor shall
use as secondary services to carry out the processing do not
constitute subcontracting within the context of this Agreement.
This may include, e.g. telecommunications services, maintenance
and user support, cleaning staff, inspectors etc. However, in such
cases, the same data protection obligations as set out in this
Agreement shall be imposed on these service providers.

2.4.3. TheProcessor engages Sub-Contractor(s) to collect, process
and/or use Personal Data within the meaning of this Agreement for
some of the services it provides. List is available at first demand.

Section 3: Rights & Duties of the Controller
3.1. Monitoring Rights of the Controller

3.1.1. The Controller shall have the right to carry out controls and
inspections or - in individual cases - to mandate a special auditor to
do so. The Processor must be notified in due (60 days) time prior to
consultation. Upon request, the Processor should provideand
certify all information required to meet his respective obligations.

3.1.2. Prior to start the data processing, the Processor shall
implement appropriate technical and organizational measures to
ensure and to be able to demonstrate that processing is performed
in accordance with this Agreement to enable the Controller to
meet its obligation to review and certify those measures.

3.2. Controller’s Authority to issue instructions

3.2.1. The Processor shall not process any Personal Data within the
scope of this Agreement except on written instructions from the
Controller, being understood that the main contract between the
Controller and the Processor shall constitute the principal basis of
written instructions. The Controller shall formally instruct the
Processor to proceed for data processing prior to any processing
taking place.

3.2.2. Verbal instructions from the Controller shall be confirmed as
soon as possible in writing or by email (text form). The Processor is
not entitled to use the datafor any other purpose, transfer to third
parties is prohibited. Unless otherwise agreed in writing, copies or
duplicates shall not be created, except backup copies which are
required to assure proper data processing to comply with legal
retention periods for the concerned data.

3.2.3. The Processor should inform the Controller as soon as
possible in case of being concerned about an infringement of legal
data protection provisions by a given instruction. The Processor is
entitled to suspend its application until further advice by a
competent person designated by the Controller. Section 4: Data
protection: The TOMs

4.1. Technical and Organizational Measures

4.1.1. Prior to conclusion of this Agreement, the Processor should
specify and implement appropriate technical and organizational
measures to ensure and to be able to demonstrate that processing
is performed in accordance to the European Data Protection



Regulation for Controller’s review and approval (appendix
“Technical and Organizational Measures”). Upon conclusion, this
Agreement is based on the approved technical and organizational
measures. Should the need arise to adjust any term, an
arrangement isto be jointly determined.

Purpose of the technical and organizational measures isto ensure
the ongoing confidentiality, integrity, availability and resilience of
processing systems and services. The implementation shall ensure
the effectiveness of thetechnical and organizational measures to
ensure an appropriate level of security surrounding Personal Data.

The Processor should provide best possible support to implement
and practice the technical and organizational measures.

4.1.2. Technical and organizational measures are subject to
technical progress and improvement. The Processor may take
suitable measures to ensure the determined level of security.
Significant changes are to be recorded.

4.1.3. Also, the Processor should assist the Controllerin
demonstrating to the authorities that the processing under the
responsibility of the Processor and the Personal Datainvolved, are
adequately protected.

Section 5: Other provisions
5.1. Erasure of Data and Return of Data

5.1.1. Upon termination of this Agreement - or earlier upon request
of the Controller —but not later than upon completion of this
Agreement — the Processor should return or destroy (accordingto
data protection requirements following the Controller’s approval)
all documents, all generated dataand usage results arising in
conjunction with this Agreement. The same applies to any test data
and rejects.

5.1.2. All records demonstrating data processing in compliance with
legal obligations are to be kept beyond the term of this Agreement
by the Processor. Upon termination of this Agreement, the
Processor shall be entitled to return all documentation to the
Controller for his discharge.

5.2. Liability

In case of any damage, the Controller incurs resulting from culpable
violation of the regulations of this Agreement as well as
noncomplianceto legal data protection requirements by the
Processor or the Processor’s Sub-Contractors the current liability
provisions are applicable.

Each party isliable for damages incurred by the other party which
are caused directly by a Party’s breach of the commitments made
in this DPA, subject to the limitations and exclusions of liability
agreed in the Frame Agreement.

Provided that the Controllerisnot in breach of this DPA, the
Processor shall indemnify and keep the Controller harmless from
any claim (including reasonable legal fees) brought against the
Controller by a third party as a result of a breach by the Processor
of its data protection commitmentsin this DPA. In accordance with
the Distributorship Agreement (§16. Limitation of liability), in any
case, the Processor’s total liability arising out or in respect of any
given Purchase Order placed under the Agreement, and in respect
of any commitment undertaken in relation to such Purchase Order,
may not, in any event, exceed the amount of such Purchase Order.

The Controller shall promptly notify the Processor in writing of any
claim for which the Controller believes it is entitled to be
indemnified pursuant to this DPA. The Processor shall immediately
take control of the defense and investigation of such claim and
shall employ counsel ofits choiceto handle and defend the same.

5.3. Information Duties, Written Form Requirement, Place of
Jurisdiction, Severability Clause

5.3.1. This Agreement shall replace all preceding agreements made.

5.3.2. Should the security of Controller’s data be endangered by
seizing or confiscating, insolvency or judicial settlement
proceedings or any other action taken by third parties, the
Processor should notify the Controller as soon as possible.

Any changes and amendments to this Agreement or its content,
including assurances given by the Processor, are to be made in
writing. An explicit reference to changes to amendments shall be
clearly defined. This also applies for a waiver of thisform
requirement.

5.3.3. French law shall apply as well as the applicable superseding
EU legislation.

5.3.4. Should any provision of this Agreement be or become
ineffective or unfeasible — or become ineffective or unfeasible after
conclusion -, the effectiveness of this Agreement remains
otherwise unaffected.

5.3.5. Any ineffective or unfeasible provision shall be replaced by
an effective approval in accordance with the mutual data
protection objective.
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Appendix 1 to Data Processing Agreement
Technical and Organizational Measures

(separate Excel files accessible on the Enterprise Business Portal)
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Appendix 3 to Data Processing Agreement: Cross references between the DPA
provisions and the GDPR provisions

The following table sets out the relevant Articles of the GDPR and corresponding terms of
the DPA for illustration purposes only.

Articles of the GDPR | Sections of the DPA Sections reference

28(1) 2.2.,4 and Appendix 1 | Supervision and Responsibilities of the Processor
Data protection: the TOMs

28(2), 28(3)(d) an 2.4, Sub-Processing

28(4)

28(3)(1) 1.3. Subject Matter of the Agreement

28(3)(1)(a) 3.2. Controller’s Authority to issue instructions

28(3)(1)(b) 2.2.b Supervision and Responsibilities of the Processor

28(3)(1)(c) and | 4. and Appendix 1 Data protection: The TOMs

Article 32

28(3)(1)(e) 4.1.and 2.2.h. Technical and Organizational Measures
Supervision and Responsibilities of the Processor

28(3)(1)(f) 2.2.e.;f;8 Supervision and Responsibilities of the Processor

28(3)(1)(g) 5.1. Erasure of Data and Return of Data Carriers

28(3)(1)(h) 2.2.h Supervision and Responsibilities of the Processor

28(3)(2) 2.3. Notification of Infringements by the Processor

28(5) 2.2.i Supervision and Responsibilities of the Processor
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